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An appropriate information security  
standard for our time 
 
Concerns about security are matched by those about privacy. Although some may argue that surrendering privacy 
and civil liberties in exchange for total security is a price worth paying, many would disagree. On reflection, a more 
balanced view is needed and the best policy is to ensure that security measures are appropriate for the level of 
threat. 
 
This is one of the intentions behind the European Union General Data Protection Regulation (EU-GDPR), which 
comes into force on the 25th May 2018 and is designed to strengthen the privacy laws governing the data of EU 
citizens right around the world. Protecting PII, including image data which may allow individuals to be personally 
identified, is a central consideration and it brings CCTV data into the scope of the GDPR framework. 
 
Although at face value GDPR seems to be designed to safeguard the interests of citizens and their privacy, it is 
actually a strong framework for creating a more secure technology environment. Given the scale of the cyber 
threat posed by criminals, terrorists and rogue states, businesses and public sector organisations can look forward 
to operating with much higher degrees of confidence. 
 

Surveillance Camera Commissioner  
preparing the road to GDPR 
 
Whether the CCTV system is dedicated to monitoring a public space, or incidentally overlooks a public space in the 
course of monitoring a private space, GDPR forces organisations to tighten up on their policies and management 
when processing, storing and sharing CCTV images which enable individuals to be identified. 
 
Ahead of GDPR the Surveillance Camera Commissioner (SCC) has published complementary tools that help 
organisations prepare for the impact that GDPR is going to have on how they treat surveillance camera data.  
While use of these tools is voluntary, as GDPR becomes embedded, the value of these tools is that they strongly 
establish best practice which supports compliance with GDPR. GDPR is going to have real teeth, with fines of  
up to €20 million or 4 percent of an organisation’s annual global turnover. 
 

Privacy impact assessment 
 
The SCC has produced templates for Privacy impact assessment (PIA) can be used by organisations to assess the 
implications that their cameras/surveillance camera systems may have on the privacy of individuals whose images 
are captured. The assessments ensure an organisation evaluates and understands where its surveillance systems 
may be collecting the PII of individuals. 
 
It is recommended that privacy impact assessments are carried out when: 
 
• Cameras are added or removed from systems 
• Cameras are re-sited  
• Systems are wholly or partially upgraded  
• New surveillance systems are installed and commissioned 
 
There are 2 templates that can be used to conduct a privacy impact assessment for the use of surveillance 
cameras.
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PIA template 1 
 
The first template allows cameras to be grouped by location and type and develops a risk register for easy access. 
This is suited for use by those well versed in security risk assessment prior to specification and installation of a 
security system. 
 

PIA template 2 
 
The second template starts with a screening question that helps you decide whether you need to conduct a  
privacy impact assessment, and then takes you step by step through the process. This template is particularly 
useful for those that are new to the process of conducting a PIA. 
 
The SCC permits forms to be modified and customized to meet the needs of the user organisation,  
providing it covers all the sections contained within the templates. 
 

Self-assessment tools 
 
Compliance and adopting the code means following the 12 guiding principles contained within it. The SCC has 
developed self-assessment tools which can be completed to assess how closely an organisation complies with the 
code. Organisations are encouraged to complete and publish the self-assessment results. Although it is useful for 
organisations directly monitoring public spaces (or those operating surveillance systems as an outsourced service), 
it is likely to be best suited to private concerns operating their own CCTV systems. 
 

Passport to compliance 
 
The SCC passport to compliance document, enhances, updates and simplifies what was formerly known  
as Home Office operational requirement document.  
 
Organisations are able to specify what the system needs to do, the level to which it needs to perform and to ensure 
that it complies with all relevant regulations. Importantly, and especially for public organisations, the passport 
provides an indication of how much the system will cost to procure and run. 
 
Tony Porter, the Surveillance Camera Commissioner, identified that the passport helps address the problem of 
cowboy and rogue installers, because one of its aims is to reduce technical jargon and enables procurement 
experts within organisations to properly hold suppliers to account, where non-compliance with the surveillance 
camera code of practice is evident. 
 
The passport to compliance puts responsibility for system development in the hands of the organisations that 
operate them. It guides organisations through the stages required when planning, installing and operating 
surveillance camera systems. It should be completed for new systems or where there is a significant alteration  
to an existing system – for example the addition of a large number of cameras. 
 
Adhering to the passport to compliance helps organisations meet the 12 guiding principles in the Surveillance 
Camera Code of Practice. While it is not a guarantee of compliance with legislation such as the Data Protection  
Act and Human Rights Act, the passport helps support other relevant legislative instruments.
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GDPR is a significant shake up of information security and is going to have a real impact on the culture of how 
organisations of all types store, process, share and manage surveillance camera footage which enables the 
identification of individuals. 
 
PIAs and passport to compliance enable businesses and the public sector to embed GDPR friendly best 
practices within their CCTV camera data management processes and support compliance with the new 
information security standard.  
 

Ensure your CCTV system meets regulatory codes with iC2   
 
iC2 is a leading mid-market security systems provider and was established in 2001. The business is owned and 
managed by a team with a collective experience of over 100 years in the electronic security business. iC2 holds 
CCTV and security accreditations with NSI and BSI. 
 
Our process of engagement follows best practice, including steps that support the ability to meet the GDPR 
information security standard. Starting with a security risk assessment, we install, configure and maintain all 
integrated security systems in line with or exceeding manufacturers recommendations, regulatory codes and 
health and safety requirements or guidelines. 
 
Our security consultants design integrated systems to mitigate the risk of cameras being disabled. This uses 
the principle of layered security to trigger security responses in cases of alarm activation verification, or the 
detection of suspicious activity. 
 
A prestigious client list including luxury international boutique brands, top flight sporting venues, retail 
developments and educational and social environments demonstrates how solutions are deployed to meet a 
variety of requirements. 
 
From deterring theft of high value luxury goods, to sports fan and public safety and child protection, solutions 
are deployed to meet a range legitimate purposes for which they are appropriate and fit for purpose. 

 
 

SUMMARY
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About Us

Keeping you safe and secure at all times

iC2 provide you with innovative solutions  
tailored to you and your sector. We are  
London-based with a national team of  
surveyors and engineers that work  
closely with our clients throughout the  
UK and internationally.

Our unique consultative approach allows  
us to tailor bespoke systems to your individual  
requirements, ensuring that your operational  
requirements are met.

We appreciate the need to demonstrate the best  
value to you every time and as a technology-led  
company, you can expect our cutting-edge and  
ground-breaking approach to serve your needs  
for many years to come.

Please feel free to contact us to discuss any  
requirements you may have. We are happy to give  
you impartial advice, should you have any queries.
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