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Introduction 
 
On the ladder of society, it is implicit in the term the ‘squeezed middle’ that some people are inevitably going to go 
down. However, it also follows that others are going to climb up, with the most successful being segmented into the 
‘high net worth individual’ (HNWI) demographic. 
 
The increasing value of property and assets, and rewards from highly paid jobs or income from business success 
means that for an increasing minority, wealth is growing. However, it is, perhaps, a sad reflection on society that 
many, who are the creators of jobs and economic prosperity, should be more wary. 
 
The 2017 National Strategic Assessment was compiled using knowledge from across UK law enforcement, 
government departments and the intelligence community. Released by the National Crime Agency (NCA) on 
29th June, the report highlighted the increasing menace of theft as a structured criminal activity, in the shape of 
‘Organised Acquisitive Crime’ (OAC), targeting high value items. 
 
And it is not just the threat of organised theft. There is much drug-related criminality with opportunist theft used to 
fund addiction. Addicts or casual drug users may be susceptible to irrational or desperate behaviour, increasing the 
potential for violence.  
 
Knives, firearms and corrosives (acid) are used to threaten and sometimes harm people caught up in the narcotics 
trade. The use of sexual violence, torture and abduction has been somewhat ‘normalised’ and the trickle-down 
effect means the potential for acts of violence during criminal acts cannot be ignored. 
 
But what of the forces of law and order? The scale of the challenge faced by British police forces is significant,  
if not alarming. The NCA believes there to be 5,866 active gangs operating in the UK, comprising in excess of 
39,000 members.  
 
The rise in the criminal threat identified by the NCA has collided with reductions in public sector budgets, and this 
has resulted in the police service being ‘hollowed out’. When it comes to law and order, demand is outstripping 
supply and police forces are over stretched. 
 
In October 2017, it was widely reported the Metropolitan Police now only investigate the most serious cases.  
It seems that crimes involving a loss of under £50, car crime and some assaults will not be investigated unless  
a suspect is already identified. Some commentators suggest this may embolden those with criminal intent. 
 
In short, the need for HNW individuals to ensure they have adequate security arrangements has never been greater. 
Here we discuss how those that have reaped the fruits of success are better able to protect themselves, loved ones, 
property and assets. 
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Challenges of protecting high-net-worth  
people and public figures 
 
Typically, protecting those of High Net Worth or others in the public eye presents some challenges. This might 
include securing a number of sites, including multiple places of business and residential properties as well as travel 
by public transport, road and air. 
 
International travel, for business or pleasure, introduces an added layer of complexity. Although far from being 
conflict zones, many overseas destinations may be unsafe for wealthy foreigners and there may be a need to factor 
in local security risks. 
 
Today, when you can broadcast details of your location or assets to millions in virtually the blink of an eye, the safe 
use of social media creates the need for its own set of rules. 
 
For the most successful individuals, securing remote island locations or maritime assets such as super yachts, may 
also be considerations. For some, it may be necessary to factor in requirements for personal security through the 
use of close protection.

Risk assessment 
 
Risk assessment is best 
practice for the security 
industry.  
 
A risk assessment: 
 
• Identifies vulnerabilities  
 and considers any  
 previous security  
 breaches  
 
• Examines the existing  
 security arrangements  
 and the characteristics  
 of the site 
 
• Pinpoints security  
 risks and the right  
 countermeasures to  
 put in place

 

Systems 
integration 
 
One key concept, that runs 
throughout creating fit-for-
purpose security systems,  
is integration.  
 
This describes the 
combination of separate 
discrete security measures 
into a singular electronic 
system.  
 
For example, burglar alarms 
and fire alarms do separate 
things, but they can be 
brought under centralised 
control to complement each 
other. 

 

CPTED 
 
CPTED, Crime Prevention 
Through Environmental 
Design, is a key security 
strategy.  
 
This eliminates 
vulnerabilities in security 
which those with criminal 
intent often seek to 
exploit.  
 
An example of this is 
eliminating blind spots 
and poorly lit, shadowy 
areas where CCTV may be 
ineffective, undermining 
the performance of an 
integrated security system.
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The HNW protection mix  
 
The security measures that HNW individuals may wish to consider are: 
 

Perimeter security  
 
The physical security of a site is set up through the use of perimeter fences, walls and gates. However, those that 
are truly determined to breach physical perimeter security will find a way. To defend against this, sophisticated 
electronic perimeter security measures can be put in place.  
 
Using the outputs from risk assessments, bespoke systems are designed, optimising the security for each site. 
The design of an electronic perimeter security system that effectively supports the physical security measures is 
likely to include CCTV. This is often enhanced with a variety of technologies, including thermal imaging, Automatic 
Number Plate Recognition (ANPR), and motion detection.  
 
Access Control which regulates the passage of vehicles through powered gates and access through doors can also 
be integrated. In conjunction with CCTV, this creates a system capable of providing verification of entry and exit 
activity and that alerts security personnel to unauthorised activity. 
 

Remote sensing, intruder and fire alarms  
 
Intruder alarm systems equipped with the appropriate sensors enable the detection of forced entry to inhabited 
buildings, protecting valuable assets like antiques, works of art and jewellery from theft.  
 
Those of HNW may maintain homes in cities and rural areas. A country home often has added risk when compared 
to a luxury home in a city setting, whether it is a house or an apartment.  
 
Criminals have been targeting rural sites such as those of wealthy landowners, country houses and mansions. Such 
estates may have outbuildings for housing valued assets. Vehicles, such as contemporary or classic sports cars, 
ATVs, 4X4s, tractors and farm machinery have all been targeted. Stables and paddocks may also form part of such 
estates. 
 
Assuming the estate is bounded by perimeter security, outbuildings or open areas worthy of special consideration 
may be equipped with systems to detect unauthorised or forced entry. 
 
Dividing time between two homes may mean properties are left unattended for several days or weeks. Remote 
sensing at a recognised and compliant security monitoring control centre ensures that trained security personnel 
are on hand to deal with alarm activations, whether the site is occupied or not. 
 
For either intrusion or fire events, the monitoring team are able to obtain verification of what is happening using 
CCTV and to correctly prioritise emergency service response, 24/7. 
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Lock down and safe ‘panic’ rooms 
 
Where an attempt is made to breach perimeter security or an intrusion is in progress, a lockdown may be a good 
option. Integrating electronic security with locking devices enables a site to be put in to lockdown until assistance 
is given and the threat is neutralised. Lock down may be triggered automatically or manually should anyone feel 
threatened. 
 
Where it may be undesirable or impractical to guarantee lockdown, a safe room is a good option for providing safe 
haven. Panic rooms can be existing rooms, such as en-suites, or bedrooms and basements. A wardrobe could also 
be converted. A range of options may be specified, providing different levels of protection 
 
Walls, floors and ceilings may be reinforced with additional studwork and steel mesh to prevent entry with basic 
tools. Higher levels of protection can be provided with steel plate to defend against power tools. Bullet Resistant 
(BR) protection can be added if deemed necessary and doors and windows upgraded to fit with the overall desired 
level of protection. 
 

Personal security and close protection 
 
For some HNW clients there may be real fear for personal safety, creating a requirement for close protection. 
Whether it’s to protect from threat of harm or abduction, personal security services take over where technology 
ends. 
 
Manned services for providing personal security often utilise the skills of those that are ex-civilian and military 
police, or perhaps have elite military experience. In cases where there are considerations for personal security and 
travel to conflict zones or other trouble hotspots, the knowledge of local operatives is an invaluable asset. 
 
Not every HNW individual faces dramatic personal threats. However, wealthy individuals from troubled regions such 
as the Middle East or those exiled from politically hostile countries often have a deep fear for their personal safety 
rooted in fact. Where the need is real, close protection bodyguard services are an essential consideration. 
 

Social media 
 
Immense wealth is generated by entertainment and sports stars, and today, their celebrity is powered by social 
media. Unwittingly, the threat of kidnap or personal attack may be made worse by the seemingly harmless actions 
of the public figures being protected.  
 
The Internet poses risks, so it is important to factor in guidance on online security best practice and the dos and 
don’ts of social media. This prevents HNWI or their team from inadvertently putting information into the public 
domain that might jeopardise personal safety or lead to property crime. 
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Security response to remote monitored security systems 
 
UK police forces provide a direct response to remotely sensed alarm activations. This is governed by a policy issued 
by the National Police Chief’s Council (NPCC), which specifies the need for a Type A system – Remote Signalling 
Systems terminating at recognised Alarm Receiving Centres (ARCs); Remote Video Response Centres (RVRCs); 
and for vehicle tracking, System Operating Centres (SOCs). 
 
The companies installing such systems need to be certified by a United Kingdom Accreditation Service (UKAS) 
accredited certification body such as the National Security Inspectorate (NSI). Such systems are then registered 
with the police and a Unique Response Number (URN) is issued. 
 
There are, however, a number of caveats which need to be adhered to, or response to a URN alarm may be limited. 
It should also be stressed that the prioritisation of response is wholly dependent on the availability of police 
resources. 
 
In the words of the policy:

 
 
 
 
 
 
 
Given the current situation where police forces are overstretched, alternative response to alarm activation may  
be sought from accredited private security companies offering key holding and alarm response solutions. 
 

Confidentiality 
 
Whether it’s loose talk at the bar or watercooler gossip, inappropriate information sharing is incompatible with 
delivering high quality security solutions. No matter whether the client is an organisation or a private HNW 
individual, any company delivering security services needs to be able to assure confidentiality. 
 
To support this, any company delivering services should be registered with the National Security Inspectorate (NSI). 
Please note, this is a voluntary company approval scheme and there is no requirement for UK security services 
providers to register.  
 
An offer of services by a company should not be interpreted as compliance with a regulatory code or a quality 
standard. Consequently, to avoid rogue operators, it is wise to carefully check the credentials of any company 
offering security services. 
 
The personnel of companies accredited to the NSI need to be vetted to the British Standard BS7858:2015  
(Security screening of individuals employed in a security environment).
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“The police response to activation of Type A alarms is based on the assumption that an offence  
is taking place. However, response is prioritised against demand across available police resources.  
3 false activations in any 12 month period means activations may rate a lower priority for  
police attendance.”
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How iC2 helps HNWI enjoy better security and peace of mind  
 
iC2 is a leading mid-market security systems provider and was established in 2001. The business is owned  
and managed by a team with a collective experience of over 100 years in the electronic security business.  
iC2 holds CCTV and security accreditations with NSI and BSI. 
 
iC2 partners with specialist providers to deliver a flexible and completely bespoke service which brings together 
the required elements from the HNW protection mix. We install, configure and maintain all integrated security 
systems in line with, or exceeding manufacturers recommendations, regulatory codes and health and safety 
requirements or guidelines. 
 
Our security consultants design systems utilising risk assessment, systems integration and CPTED. This uses 
the principle of layered security to trigger security responses in cases of alarm activation verification, or the 
detection of suspicious activity. 
 
A prestigious client list including luxury international boutique brands, top flight sporting venues, retail 
developments and educational and social environments demonstrates how solutions are deployed to meet  
a variety of requirements. 
 
From protecting HNWI and deterring theft of high value luxury goods, to sports fan and public safety and  
child protection, solutions are deployed to meet a range of legitimate purposes for which they are appropriate 
and fit for purpose. 

 
 

SUMMARY
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About Us

Keeping you safe and secure at all times

iC2 provide you with innovative solutions  
tailored to you and your sector. We are  
London-based with a national team of  
surveyors and engineers that work  
closely with our clients throughout the  
UK and internationally.

Our unique consultative approach allows  
us to tailor bespoke systems to your individual  
requirements, ensuring that your operational  
requirements are met.

We appreciate the need to demonstrate the best  
value to you every time and as a technology-led  
company, you can expect our cutting-edge and  
ground-breaking approach to serve your needs  
for many years to come.

Please feel free to contact us to discuss any  
requirements you may have. We are happy to give  
you impartial advice, should you have any queries.
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