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Security issues are seldom far from our minds. On a global level security risks are probably  
greater now than at any time since the cold war ended. 

The threat to world peace and stability is widespread and serious. In the Far East tensions are increasing 
between China and Japan as the wild-card of North Korea looks on. A new chapter in frosty relations between 
Russia, the US and Europe has emerged. Meanwhile, the regional disaster of failed interventions in the  
Middle-East continues to unwind in unexpected ways.

Such macro level concerns only serve to heighten the tension at a local level. Heightened concern over the threat 
of terrorist outrages has driven the call for increased security in civil society; however, these are matched by the 
voices of those trying to protect civil liberties. 

Widespread concern about the ubiquitous nature of CCTV and the use of data collected has prompted 
government to create a regulatory framework.

Rather illogically the debate is sometimes taken to extremes with some security hawks claiming that in order to 
have total security you have to forfeit privacy. In a democratic society such an approach is unacceptable. The 
need is to strike a balance and to continually evaluate and assess what measures need to be taken to reduce 
risks to an acceptable level.

This flows down into the systems that protect people and property across society. Whether it’s commercial 
premises like an office building, an industrial plant or a retail store, or a school or sporting venue, there is a need 
to ensure that systems are fit for purpose - that they perform effectively to combat threats identified in the risk 
assessment.

One key weakness in the use of CCTV is the monitoring of CCTV images by human operators.  Academic studies 
and research has revealed startling facts on the performance of humans monitoring CCTV images: 

• A study published in Security Oz magazine in 2002

 - After 12 minutes of continuous video monitoring an operator will often miss up to 45% of screen   
 activity, after 22 min of viewing, up to 95% is overlooked

• Urbaneye project by (Norris and McCahill, 2006)

 - Only 35% of the total detection was due to proactive monitoring

• Velastin et al., (2006)

 - After 20-40 minutes of active monitoring, CCTV operators will suffer from “video-blindness”,  
 and cannot recognise objects on the video anymore 

When considered alongside the mass deployment of CCTV cameras, this situation may be characterised as 
one where there are too many cameras and too few eyes. In this guide we discuss how advances in technology 
overcome this and transform the effectiveness of CCTV by enhancing the ability to detect, identify and prevent 
security breaches.

INTRODUCTION
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Camera Imaging 
Anyone committing a criminal physical act inevitably leaves a ‘signature’. In the case of physical acts of crime 
or terror, the signature may be an image trail, with either the journey, the criminal activity itself or the ‘getaway’ 
captured by CCTV or ANPR (Automatic Number plate Recognition) cameras. Reading the ‘signature’ in the images 
enables specific individuals or vehicles to be identified.

The latest cameras capture more ‘signature’ detail. 30 megapixel sensors support improved imaging  
performance of the latest 7K HD cameras. There are three key aspects: 

• Wider angles of view provide larger coverage from a single camera

• Powerful remote zoom and focus on areas of interest

• Improved low light performance 

This means fewer cameras are now required to protect a site. This enables operators of CCTV to rationalise  
existing systems, consolidating to reduce the number of cameras. Darker, less well-lit sites can be more  
effectively protected.

Fewer cameras makes CCTV seem less obtrusive, reduces the perception of ubiquity and lessens concerns  
about civil liberties.

Video analytics 
For anyone that has seen the movie Blade Runner, be aware, software analysis of HD video images has  
now reached a point where what was once science fiction has very nearly reached technology fact!

Technological development has steadily improved the ability to extract intelligence from CCTV images.  
One of the earliest techniques, Video Motion Detection (VMD) developed into Video Threat Detection (VDT).

Building on the HD imaging capability of the latest generation of cameras, the latest video analytics solutions 
maximise the ability to protect, detect and deter. Crucially, they automate video monitoring, eliminating operator 
fatigue. In a single stroke this radically improves the effectiveness of CCTV and silences criticism that there are too 
many cameras and too few eyes.

HD video analytics that uses pattern-based algorithms and teach-by-example techniques provide preventative 
protection. Such systems may be described as self-learning and have the ability to accurately identify objects and 
alert operators instantly. Examples of analytics in use: 

• Alerts to threats with intelligent identification of suspicious behaviour 

• Alerts to abnormal condition such as person missing from point of duty 

Video analytics is a key element in Hostile Reconnaissance Detection (HRD), an advanced security model based on 
the theory that serious criminals are not opportunists. They make plans in advance. Whether it is extremist protest 
groups, organised crime groups or terrorists, all are likely to conduct hostile reconnaissance in order to plan a 
successful attack. 

HRD is practiced by City of London Police and combines ‘spot’ operations to deter criminals along with the 
deployment of specially trained officers and CCTV operators to increase the likelihood of correctly detecting  
those planning criminal activity.
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Connectivity
Many existing networked CCTV systems/cameras require structured cat5 network cabling as standardised for 
computer networks. Sometimes for interior cameras it was feasible to use existing cat5 cabling not required by 
the computer network to connect cameras. However, this was unlikely for exterior camera positions. Any exterior 
camera would require cabling and long cable runs would need expensive hardware to relay signals.

IP wireless cameras use cable-free computer networking protocols to send images and receive control  
information for functions such as focus and zoom. Eliminating the need for network cabling means: 

• Faster and tidier installations 

• Minimised disruption during installation

• Easier to deploy in more difficult locations

• More difficult to tamper with cameras

• Easier to meet compliance requirements

Compliance and good governance
Most accept that the use of surveillance tools requires oversight and a responsible attitude to governance.  
This is partly to protect privacy, but also to prevent misuse and ensure a consistent approach. The keen eye  
of regulatory scrutiny has been passed over the design and use of CCTV systems.

Last year the Information Commissioner’s Office (ICO) published the CCTV Code of Practice under the title  
‘In the picture: A data protection code of practice for surveillance cameras and personal information’.

This code of best practice provides comprehensive guidance on deploying and using CCTV. Critically, for purposes 
of creating a regulatory framework, it brings certain aspects of CCTV into scope of the Data Protection Act (DPA). 
The ICO has wide ranging powers to force compliance or punish breaches of the DPA.

The key dependency linking CCTV to the DPA is that images or associated data where persons may be identified 
constitutes the acquisition of their personal data. The storage, use and sharing of personal data has been governed 
by the DPA since it became legislation. Key elements in the regulatory framework are: 

• Defining for types of video surveillance systems that are in scope of the code, including

 - Closed-circuit television (CCTV)

 - Automatic Number Plate Recognition (ANPR)

 - Body worn cameras (BWC)

 - Surveillance drones (SD)

• Identifying a data controller with ultimate responsibility for managing data, including

 - Storage

 - Use and viewing

 - Sharing of data with police 
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How iC2 helps you get the best out of advances in CCTV technology 

iC2 is a leading mid-market security systems provider and was established in 2001. The business is owned and 
managed by a team with a collective experience of over 100 years in the electronic security business. iC2 holds 
CCTV and security accreditations with NSI and BSI.

The advances in CCTV technology mean iC2 delivers better security at a lower cost:

• Better security

 - Higher performance HD video cameras

 - Advanced video analytics to protect, detect and deter

 - Following best practice and meeting compliance

• Reduced Total Cost of Ownership (TCO)

 - Simplified, lower cost installation

 - Consolidated systems with fewer cameras required 

 - Lower maintenance costs, including remote support

A prestigious client list including luxury international boutique brands, top flight sporting venues, retail 
developments and educational and social environments demonstrates how solutions are deployed to meet  
a variety of requirements.

From deterring theft of high value luxury goods, to sports fan and public safety and child protection, solutions 
are deployed to meet a range legitimate purposes for which they are appropriate and fit for purpose. 

SUMMARY

• Key documentation that should be maintained such as:

 - Surveillance Systems Policy

 - Annual Privacy Impact Report

 - Management Audit

 - Systems operational assessment
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About Us

Keeping you safe and secure at all times

iC2 provide you with innovative solutions  
tailored to you and your sector. We are  
London-based with a national team of  
surveyors and engineers that work  
closely with our clients throughout the  
UK and internationally.

Our unique consultative approach allows  
us to tailor bespoke systems to your individual  
requirements, ensuring that your operational  
requirements are met.

We appreciate the need to demonstrate the best  
value to you every time and as a technology-led  
company, you can expect our cutting-edge and  
ground-breaking approach to serve your needs  
for many years to come.

Please feel free to contact us to discuss any  
requirements you may have. We are happy to give  
you impartial advice, should you have any queries.


